UY BAN NHAN DAN CONG HOA XA HQI CHU NGHIA VIET NAM

XA PAI PONG Péc lap - Tu do - Hanh phiic
Sb: 572/BC-UBND Pai Dong, ngay 23 thang 10 nam 2026
BAO CAO

Két qua trién khai phwong 4n bao dam an toan thong tin theo cip dd
Trén dia ban xa Dai Pong

Kinh gtri: Cong an tinh Hung Yén (Phong An ninh mang).

Cin ctr ¥ kién chi dao cua dong chi Bi thu Tinh ty Hung Yén tai Hoi nghi
giao ban va so két quy 111/2026 cia Ban chi dao vé phat trién khoa hoc, cong
nghé, doi méi sang tao va chuyén doi s6 tinh Hung Yén;

Thyc hién Cong vin sb 8462/CAT-ANM ngay 21/10/2026 cua Cong an tinh
Hung Yén vé viéc bao cao két qua trién khai phuong 4n bao dam an toan thong tin
theo cap do, UBND xa Pai Pdng bao cio két qua trén dia ban xa Pai Pong nhu sau:

A. THONG TIN CHUNG VE HE THONG THONG TIN

I. Tén hé thong thong tin; don vi chii quan; don vi truc tiép quan Iy,
van hanh hé thong

1. Tén hé thong thong tin: Hé thong thong tin mang ndi bd (mang LAN)
ciia UBND x4 Pai Pong.

2. Don vi chu quan: UBND tinh Hung Yén.

3. Pon vi tryc tiép quan 1y, van hanh hé thong: UBND x3 Pai Pong.

(P1a chi: Thon Pai Tu, xa Pai Déng, tinh Hung Yén)

II. Cap d6 an toan thong tin da dwoc phé duyét

1. Cap dd dwoc phé duyét: Cap do 2.

2. Théong tin phé duyét: Hé thong mang ndi bo (Mang LAN) caa UBND xa
Dai Pong d3 dugc Cong an tinh phé duyét cap do 2 tai Quyét dinh s 4324/Qb-
CAT-PAOS5 ngay 08/6/2026.

III. Khai quat hién trang hé thong

1. Muc dich sir dung: Bao dam an toan thong tin cho cic hé théng thong tin
dung chung cia UBND x3 va bao vé dit liéu cia c4 nhan, to chuc, tranh dé 16, lot
thong tin theo Phuong 4n bao dam an toan thong tin trong Ho6 so dé xuat cap do
theo tiéu chuan qudc gia TCVN 11930:2017 vé Cong nghé thong tin - Cac k§ thuat
an toan - Yéu cu co ban vé an toan hé théng thong tin theo cip do (cip do 2) tai
Quyét dinh s6 4324/QD-CAT-PA05 ngay 08/6/2026 ctia Cong an tinh.

2. Pham vi trién khai: Tru sé Pang uy - HDND - UBND x4 Dai Dong.

3. Cac thanh phin chinh, ha ting ky thuit, phin mém, dir li¢u,...
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- Ha tang thong tin, k¥ thuat bao dam an toan thong tin, an ninh mang sau
khi dugc dau tu, ning cip

+ Hé théng mang ndi bd xa (Mang LAN) dung chung ctia xi co két ndi
internet qua nha cung cip dich vu vién théng (VNPT).

+ Thiét bi mang ndi bd (Mang LAN) bao gdm: B dinh tuyén (Router); thiét
bi tuong ltra (firewall): 01 - FortiGate-60F (FGT60FTK26029805); 01 bo ghi
hinh anh - UCK-G2-SSD (6C63F8545951); 01 bo ma ngudn; 01 thiét bi chuyén
mach Cisco Catalyst 1300 24-port GF; 02 thiét bi chuyén mach Cisco Catalyst
9200L 24-port data; 02 thiét bi chuyén mach Cisco Catalyst 1200 24-port GE; 04
thiét bi chuyén mach Planet 8-port10/100/1000T; 06 thiét bi chuyén mach 8 céng
téc do 10/100/1000Mbps-GSD-803; hé thong cap mang Cat6; ti mang, tu rack,...
duoc lip dit theo cac toa nha, tAng nha va cac phong 1am viéc cua can bd, cong
chtic, vién chirc Pang iy - HDND - UBND x3 Pai Pong.

+ 100% hé théng may tinh dugc két ndi mang internet dé phuc vu trong
cong viéc.

+ 80% trd 1én cac may tinh co ban dap ng cc yéu cau vé may tinh phuc vu
thuc thi cong vu cua cén bd, cong chirc, vién chuc (sau khi dugc dau tu, nang
cap, thay moi).

+ Tai Tru s6¢ UBND xa ¢6 01 bo may tinh dat chuan (da duogc Cong an tinh
kiém duyét, dan tem), khong két ndi mang internet, phuc vu trién khai cac nhiém
vu cong tdc mat theo quy dinh (luu trit, soan thdo van ban mat).

+ Céc hé thong phan mém ng dung, str dung gdm: Hé thong phan mém
quan ly van ban va diéu hanh; Hé théng mot ctra dién tir; HE théng dich vu cong
truc tuyén; Céng thong tin dién tir xa; Cac phén mém dit liéu: Ho tich - Tu phap,
Pit dai, Quan 1y can bo, cong chuc, vién chire,,...

- Quan 1y va van hanh: UBND xi Pai Pong truc tiép quan 1y, van hanh.
Pon vi cung cép thiét bi, thi cong lép dat, hd tro moi ki thuat can thiét trudc,
trong va sau lip dat dé dap tmg nhu cdu van hanh khai thic cta co quan x3 13
Doanh nghiép Vién thong VNPT.

4. Tinh hinh khai théc, sir dung H¢ thong

- UBND xa da khai thac, st dung, van hanh hé théng nham dam bao an toan
thong tin cho cac hé thong phan mém tng dung, st dung:

+ Hé thong quan 1y van ban va diéu hanh: https:/qlvb.hungyen.gov.vn (iOffice).

+ Dich cu cong truc tuyén: dichvucong.hungyen.gov.vn

+ Hé théng mot cura dién tur.

+ Cong thong tin dién tir xa Dai Pong.

+ Céc hé thdng bao cdo, giam sat.

+ Hom thu cong vu.
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+ Hé thdng giai quyét thi tuc hanh chinh noi bo, theo cac bd, nganh va dung
chung vai tinh.

+ Hé thdng thong tin chi dao, diéu hanh cua tinh, cac phan mém chuyén
nganh (gido duc, y té, dit dai....)

- Mot s6 thay doi vé quy mé, kién tric, chirc nang,....

+ Trude khi dau tu, nang cap: Hé thong tuong lira chwa phat huy hiéu qua; hé
thong mang LAN va Wifi chua dugc phan tach 16 rang, con hoat dong riéng 1¢, mot
phéan ha ting cap da xudng cap, khé khin trong dap tmg diéu kién vé bao dam an toan
thong tin, an ninh mang cho cac hoat dong dung chung va hoat dong chuyén mon.

+ Sau khi dugc dau tu, nang cip: B6 sung thiét bi tudng lira, cac thiét bi
chuyén mach, t6 chirc cdu tric mang LAN va Wifi da duoc phan tach rd rang,
dap tmg yéu cau vé bao dam an toan théng tin, an ninh mang.

B. KET QUA TRIEN KHAI CAC BIEN PHAP BAO PAM AN TOAN
THONG TIN

I. Cong tac quan ly va to chirc thue hién

1. Viéc ban hanh, sira ddi, b6 sung quy ché, quy dinh vé bao dam an
toan thong tin d6i véi hé thong; phan cong trach nhiém quan ly, vin hanh,
bao dam an toan thong tin

- Viéc ban hanh Quyét dinh vé ban hanh Quy ché bao dam an toan thong tin
d6i voi hé théng thong tin xa

+ Can cir dé ban hanh Quyét dinh: Can cir cac vin ban cia Trung wong, clia
Tinh gdm: Nghi dinh s 85/2016/ND-CP ngay 01/4/2016 vé bao dam an toan hé
thong thong tin theo cap do; Thong tu s6 12/2022/TT-BTTT ngay 12/8/2022 cia
Bo Théng tin va Truyén thong quy dinh chi tiét va hudng dan mot sb diéu cua
Nghi dinh s6 85/2016/ND-CP ngay 01/7/2016 ctia Chinh phu vé bao dam an toan
hé thong thong tin theo cip do; Quyét dinh s6 332/QD-UBND ngay 18/7/2025
ciia UBND tinh Hung Yén vé viéc phan cong don vi chuyén trach vé an toan
thong tin mang cia UBND tinh Hung Yén.

+ Co s¢ thyc tién: UBND xa da phdi hop chat ché véi doanh nghiép vién
thong (VNPT) tién hanh khao sat ha ting mang LAN (cil) cta xa; d3 xay dung hd
so dé xuat phé duyét cap do 2 cho hé thong thong tin xa.

+ Ngay 22/5/2026, UBND xa di ban hanh Quyét dinh s6 295/QD-UBND vé
ban hanh Quy ché bao dam an toan thong tin, an ninh mang hé thong thong tin xa
bai Déng. Viéc ban hanh Quyét dinh nay nham muc dich dam bao an toan thong
tin cho cac hé théng thong tin cua x3, dong thoi nham nang cao trach nhiém cua
cac co quan, don vi, td chirc, ca nhan, nhat 1a nhitng ngudi truc tiép khai thac, st
dung, van hanh hé théng thong tin, phuc vu thyc thi nhiém vu.
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- Viéc phan cong trach nhiém quan ly, van hanh, bdo dam an toan thong tin:
Viéan phong HDND&UBND, Phong Vian hoa - Xa hoi xa dugc phan cong trach
nhiém quan 1y, van hanh theo quy dinh.

2. Viéc bd tri nhan lwe phu trach; phé bién, hwéng din can bd, cong
chire, vién chirc, nguoi sir dung thue hién cic quy dinh vé an toan thong tin

- Viéc bd tri nhan luc phy trach: Theo hd so dé nghi phé duyét, UBND xi da
phan cong can bo, cong chtrc thuoc Van phong HDND&UBND, Phong Van hoa -
X4 hoi xa thyc hién nhi€ém vu quan tr1 mang, hé théng CNTT, cong tdc dam bao
an toan thong tin, an ninh mang.

- Viéc phé bién, hudng dan can bo, cong chire, vién chuce, nguoi st dung
thuc hién cac quy dinh vé an toan thong tin: UBND xa da ban hanh cidc van ban
chi dao, hudng dan, trong do c¢6 ndi dung nhiém vu phé bién, hudéng dan thuc
hién cac quy dinh vé an toan thong tin, cu thé:

+ Quyét dinh s6 295/QD-UBND ngay 22/5/2026 vé ban hanh Quy ché bao
dam an toan thong tin, an ninh mang hé thong thong tin xa Pai Pong;

+ Ké hoach s6 99/KH-UBND ngay 31/12/2025 vé mg ctru sy ¢ an ninh
mang, an toan thong tin;

+ Ké hoach s6 106/KH-UBND ngay 29/5/2026 vé bao dam an ninh mang,
bao mat thong tin va an ninh dit liéu x4 Dai Pong.

UBND x4 b tri cong chirc phu trach cong nghé thong tin, an toan thong tin;
thudng xuyén quan triét Quy ché va cac quy dinh vé an toan thong tin dén can bo,
cong chirc; cir can bo, cong chirc tham gia cac 16p tip huén, tuyén truyén do cip
trén to chc.

3. Viéc quan 1y tai khoan, phan quyén, quan ly thiét bi, phin mém, cac
tai san khac thuoc pham vi

Tai khoan nguoi dung, tai khoan quan tri dugce quan ly tach biét va phan
quyén theo chirc ning, nhiém vu; tai khoan khong hoat dong sau thoi gian tdi da
45 ngay hoac khi thay ddi nhan su s& bi v hiéu hoa; thiét bi mang, may tram
duogc kiém ké, cap nhat danh sach tdi thiéu 02 1an/nam; tai san thong tin duogc
phan loai theo mtrc do nhay cam; khong tu ¥ thay doi, théo lap thiét bi khi chua
dugc phép.

4. Viéc xac dinh, danh gia, quan ly rii ro, xdy dung phwong an wng pho
sir ¢0, to chirc sao lwu, phuc hoi

Thue hién céc ndi dung nhiém vy tai Quyét dinh s6 05/2017/QD-TTg cia
Thu tudéng Chinh phti; Nghi dinh s6 85/2016/ND-CP ngay 01/7/2016 cua Chinh
phu; Ké hoach s6 107/KH-UBND ngay 31/3/2026 cia UBND tinh; Quyét dinh s6
295/QB-UBND ngay 22/5/2026 va Ké hoach sb 106/KH-UBND ngay 29/5/2026
ciia UBND x4, thoi gian qua, dé dam bao an toan thong tin, UBND x4 thuong
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xuyén chi dao chuyén mon phbi hop doanh nghiép vién thong VNPT danh gid rui
ro, thuc hi¢u hi€u qua phuong an ing pho su cd, kip thoi ngan chan, phat hién,
xtr 1y, dé nghi xir 1y khi c6 phat sinh su ¢6. UBND xa da ban hanh Quyét dinh s6
156/QD-UBND ngay 20/3/2026 vé thanh 1ap (kién toan) T tng clru cong
nghé,... Dong thoi chi dao can bd, cong chitc duge giao phu trach to chirc phuong
an sao luu, khoi phuc dit ligu,...

DPén thoi diém hién tai, Tai tru s& 1am viée cla bang uy - HDND-UBND xa
Pai Pong chua ghi nhan phét sinh sy ¢d nghiém trong vé an toan thong tin, an
ninh mang.

IL. Trién khai cac bién phap ky thuat

1. Bio vé ha ting mang: Bo dinh tuyén (Router); thiét bi tuong lua
(firewall): 01 - FortiGate-60F (FGT60FTK26029805); 01 b0 ghi hinh anh -
UCK-G2-SSD (6C63F8545951); 01 bo ma nguon; 01 thiét bj chuyén mach Cisco
Catalyst 1300 24-port GF; 02 thiét bj chuyén mach Cisco Catalyst 9200L 24-port
data; 02 thiét bi chuyén mach Cisco Catalyst 1200 24-port GE; 04 thiét bi chuyén
mach Planet 8-port10/100/1000T; 06 thiét bi chuyén mach 8 céng tbe do
10/100/1000Mbps-GSD-803; hé théng cap mang Cat6; ti mang, tu rack,... ddm
bao cong tac luu trit, soan thao van ban mat béng cach lép dat 01 bd may tinh dat
chuan (da duogc Cong an tinh kiém duyét, dan tem), khong két ndi mang internet,
phuc vu trién khai cac nhiém vu cong tac mat theo quy dinh.

2. Bio vé may chii, may tram va thiét bi dau cudi: UBND x4i khong co
may chu riéng. Yéu cdu cac may tram duoc cai dat phan mém phong, chéng ma
doc theo phuong an cta ho so cap d; quan 1y tai khoan, phan quyén truy cap, tu
dong khoa phién lam viéc khi khong thao tac; kiém soét thiét bi luu trit ngoai; cap
nhat hé diéu hanh, phﬁn mém va ban va bao mat toi thiéu 01 lén/théng, xu ly
diém yéu khi phat hién.

3. Bio vé phan mém, ing dung: Nguoi dung truy cdp cac phan mém dung
chung bang tai khoan duogc cap riéng, c6 phan quyén theo nhiém vu; thiét 1ap gisi
han thoi gian chd dong phién két ndi; nhat ky truy cp, ding nhap quan tri dugc
ghi nhan qua hé théng tuong lira, luu tri toi thiéu 12 thang va duoc ra soat dinh
ky theo Quy ché. Trach nhiém cta nguoi dung bao vé thong tin xac thuc, khong
chia sé¢ tai khoan.

4. Bao vé dir liéu: Quan 1y quyén truy cdp dit liéu theo phin quyén theo
timg hé théng phan mém,...; sao luu dinh ky (hang thang hodc khi thay doi cdu
hinh) tap tin cau hinh thiét bi mang va dir liéu quan trong, luu ban sao tai noi an
toan, kiém tra kha nang khoi phuc dit liéu.

5. Giam sat va phat hién nguy co: Bat chirc nang ghi va luu nhat ky hoat
dong trén tuong laa FortiGate, thiét bi chuyén mach Cisco va thiét bi WiFi; theo
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ddi cac canh bao nguy co do Cong an tinh va co quan chiic ning cung cap, kip
thoi kiém tra, xu 1y.

II1. Cong tac kiém tra, giam sat, xir Iy su co

1. Cong tac tw kiém tra

UBND x3 tu kiém tra, danh gia viéc thuc hién cac bién phap bao dam an
toan thong tin theo hd so da dugc phé duyét; két qua: cac yéu cau quan 1y va ky
thuat cta cap do 2 da dugc trién khai day du.

2. Viée ra soat, khiac phuc 16 hong

UBND x3 thuong xuyén ban hanh vin ban chi doa ra soat 16 hé)ng, thuc hién
cong tac bao dam an toan thong tin, an ninh mang; ra soat cAu hinh thiét bi, cap
nhat phan mém, phat hién va khac phuc 16 hong, diém yéu bao mat trén thiét bi
mang va may tram.

3. Tinh hinh sy ¢ phat sinh, két qua xir Iy: Ghi nhén tai thoi diém hién
tai, tu khi dugc phé duyét cép do dén nay, hé¢ théng chua phat sinh sy ¢d an toan
thong tin nghi€ém trong.

4. Viéc thir nghiém sao lwu: Viéc kiém tra phuong an sao luu, khoi phuc dir
liu va phuong an ung phé su c¢b duge thyc hién theo Quy ché bao dam an toan
thong tin cia UBND xa.

C. PANH GIA CHUNG

I. Két qua dat dwoc

1. Hé thong thong tin Mang noi bo (LAN) di dugc Cong an tinh phé duyét
cép do 2; UBND x4 d3 hoan thanh viéc trién khai toan bo phuong an bao dam an
toan thong tin theo cap do 2, dap ung cac yéu cau theo hd so dé xuat cap do da
dugc phé duyét. He théng van hanh on dinh, an toan, phuc vu hiéu qua cong tac
chi dao, diéu hanh cia UBND xa.

2. UBND xa da ban hanh Quy ché, phan cong 1o don vi van hanh, dau mdi
phéi hop va trach nhiém cua can bo, cong churc; Ké hoach vé ung clru su ¢d an
ninh mang, an toan thong tin; K& hoach vé bao dam an ninh mang, bao mat thong
tin va an ninh dir li€u xa Pai Déng.

II. Ton tai, han ché

Mot s giai phap c6 nguy co chua kip thoi trién khai ngay (Giai phap sao
luu dir 1i¢u). UBND x3 s€ sém thyc hién giai phap nay.

I1L. Vuéng mic

1. Ngudn hre: Cong chirc phu trach cong nghé thong tin, an toan thong tin
con kiém nhiém nhiéu linh vuc, chua c6 can bd chuyén trach; kinh phi danh cho
duy tri, bao tri va nang cap cac giai phap an toan thong tin hang nim con eo hep.

2. Cong tac phdi hop: Cong tac phdi hop gilta cac phong, nganh, don vi
duoc giao chu tri, phéi hop trién khai thuc hién nhiém vu nay doi luc con chua
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kip thoi, déng bo, hi€u qua chua cao, nhét 1a nhirng nhiém vu héa tde, phat sinh,
dot xuat.

D. PHUONG HUONG, BIEN PHAP

1. Tiép tuc d& nghi cip c6 thim quyén xem xét, bd sung bién ché co trinh
d6, bang cap chuan va chuyén trach vé CNTT.

2. Theo quy dinh, bd tri kinh phi dam bao hoat dong bao dam an toan thong
tin, an ninh mang, dam bao cac hé thong thong tin xa thuong xuyén.

3. S6m hoan thanh nhiém vy sao luu dir li¢u, dam bao theo Quy ché dam
bao an toan hé théng thong tin va an ninh mang.

P. PE XUAT, KIEN NGHI

Pé nghi Cong an tinh va cac S&, nganh tinh lién quan:

1. Tiép tuc chi dao, huéng dan trién khai cac phuong an bao ddm an toan
thong tin cép dd 2 cua co s& theo Ho so da duge phé duyét; canh bao kip thoi 16
héng, cac ma doc tin cong hé théng mang.

2. Tiép tuc to chirc tip huan chuyén sau vé an toan thong tin, an ninh mang;
sao luu dir liéu, khoi phuc du ligu,... quan tam, hd tro nguén luc dé duy tri ban
quyén, cac phan mém phong, chéng ma doc cho hé théng thong tin ctia xa.

Trén day 1a bao céo két qua trién khai phuong 4n bao dam an toan thong tin
theo cap do trén dia ban xa Pai Pong. UBND xa Dai Pong tran trong bao cdo Cong
an tinh Hung Yén, Phong An ninh mang tong hop, tiép tuc chi dao theo quy dinh./.

Noi nhan: TM. UY BAN NHAN DAN
- Nhu trén; KT. CHU TICH
- Thudng tryc Pang uy - HDND x3; PHO CHU TICH

- Chu tich, cac PCT UBND x4;
- Cong thong tin dién tr xa;
-Luw: VT.  #7

Tran Vian Thanh



		2026-10-25T22:02:42+0700


		2026-10-26T07:50:47+0700


		2026-10-26T08:25:30+0700


		2026-10-26T08:30:31+0700




